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Abstract—This paper introduces a new (2,8)-secret image
sharing scheme integrating the chaos-based image encryption
with secret image sharing. It divides the secret image into 8
encrypted shares. Combining any two or more shares is able to
completely reconstruct the secret image without any distortion.
Each image share is only one pixel larger than the secret image
in row and column directions. The proposed scheme is able to
directly process the secret images with various formats such
as the binary, grayscale, and color images. Experimental and
comparison results demonstrate the excellent performance of the
proposed scheme.

Index Terms—secret image sharing, chaotic system, image
encryption.

[. INTRODUCTION

In the community of data security, secret image sharing
is famous because of its special and interesting function. It
usually divides a secret image into a number of image shares.
A specific combination of those image shares will result in
a successful reconstruction of the original secret image. The
generation model of secret image sharing is called the (k,n)
secret image sharing which generates n different image shares.
Only when the number of utilized shares is larger than or
equal to k, the successful reconstruction of the original secret
image will be achieved. Otherwise, combining less than k
image shares yields a noise-like image with no information
about the original secret image. Y. Hou proposed a progressive
visual cryptography [1] in which a combination of more shares
generates a reconstructed image with better visual quality.
These properties offer secret image sharing a wide range of
applications, such as sharing a secret image among some users.

Visual cryptography (VC), which was firstly introduced by
Naor and Shamir [2], is an important and active research topic
of secret image sharing. Based on the characteristics of the
human visual system, VC can reconstruct the original secret
image without using any computer device. Many VC methods
have been proposed [3]-[9]. Several VC schemes were pro-
posed with specific properties. In 2009, Shyu et al proposed
a VC method to deal with multiple secret images [10]. F.
Liu et al proposed a VC scheme [11] to provide cheating
prevention. R. Wang [12] and C. Yang [13] have constructed
region incrementing VC schemes to deal with a single original
image with different security levels. However, VC has its
intrinsic disadvantages such as large pixel expansions and poor
visual quality of reconstructed results. These limits VC in
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many real applications. Furthermore, many VC schemes are
feasible for only binary images.

To address these VC problems in this paper, we introduce
a new chaos-based secret image sharing scheme to deal with
various types of secret images, including the binary, gray-scale
and color images. It is a combination of the chaos-based image
encryption and secret image sharing. Hence, the original secret
images can be protected with a high security level and can
be completely reconstructed without any data loss. Moreover,
compared with traditional VC methods, the proposed scheme
generates the image shares with a similar size as the original
secret image and thus saves a large amount of storage and
transmission costs.

The rest of this paper is presented as follows. The new
image sharing scheme will be introduced in detail in Section II.
Several experiment results of different secret images, such
as binary, gray-scale and color images, will be given in
Section III. And the comparison with existing image sharing
algorithms are shown in Section IV. Finally, a conclusion will
be drawn in Section V.

II. NEW SECRET IMAGE SHARING SCHEME
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Fig. 1: The proposed (2, 8)-chaos-based secret image sharing scheme.
(a) The generation phase and (b) the reconstruction phase.

Here, we introduce the new (2, 8)-chaos-based secret image
sharing scheme (CSISS). Fig. 1 shows its generation phase
for creating image shares and its reconstruction phase for
recovering the secret image. In the generation phase, the
proposed CSISS first uses an autofilling process to add random
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numbers to the surrounding of the original secret image,
encodes the secret image into 8 parts, and performs a 3D
permutation them to generate 8 image shares. To reconstruct
the secret image, any two image shares are required and
applied with the inverse processes of the generation phase to
achieve complete reconstruction of original image without any
distortion.

A. Generation Phase

The generation phase of the proposed CSISS aims at
transforming the original secret image into several noise-like
shares. It consists of three steps: auto-filling, sharing encoding
and 3D permutation, as shown in Fig. 1(a). The original secret
image is with a size of W x L and a data range of [0, 255].

1) Autofilling: The autofilling process first uses a chaotic
map as a random generator to produce a chaotic sequence C
which has the same data range of the secret image and the
length of 2W + 2L + 4. This random sequence is one-time-
used and unpredictable. It is then put in the surrounding of
the original secret image to produce a new image (denoted as
A) with a size of (W + 2) x (L + 2) as shown in Fig. 2.

Fig. 2: The image A after auto-filling. The center white region is the
original secret image and the red region is the chaotic sequence.

2) Sharing Encoding: The image A is decomposed into 8
bit planes, namely Aj, As, ..., Ag, where A; (1 < i < 8) is the
ith bit-plane. A = A; || As || ... || Ag denotes the operation
that converts eight bit-planes into a grayscale image.

We then define an image B with the same size of the image
A, denoting the j** image share to be generated. B’ can be

presented as 8 bit planes, namely B/ = B | B} | .| Bl
Its i bit plane B! is defined by Equation (1)
i Z 1=7
J 1 J
B; = { A,; otherwise M

where Z; is zero matrix with the same of the image A.

3) 3D permutation: Eight bit-planes of each image form
a 3D binary matrix. The 3D permutation is to change all
data positions within this binary matrix. As a result, the
positions and pixel values are changed. Each image share
becomes unrecognized visually. An implementation of the 3D
permutation is shown in Algorithm 1.

x=L(x,r)=r*xzx(l—21x) )

zi = T(x,m) = (|x * 10°] mod m) + 2 3)

xi = J(x) = (|2 * 10] mod 8) 4)
r=7R(c) = ((C)Qfo++p mod 1)/2.5+3.6 (5
(c)a—s10 +p

x=X(c) = mod 1 (6)

1014

where, ()2—10 i8S to transform the binary data into decimal
number. And,

W+2L4+2 8

p= 5" S (Al )

i=1 j=1 k=1

C3=K(C2) 7
=C2(1:312)®---C2(312%d:312% (d+ 1))
where, 2% (W L+ 2)
* + L+
=
C2=Z2(C) =[C, 2] ®)

where, Z5 is a zero matrix with size of 1 x (312 — (2 (W +
L+ 2) mod 312))

Algorithm 1. The 3D permutation

Input: B’ with a size of (W + 2) x (L + 2), and chaotic

sequence C
EJ = BI
C2=Z(C)
C3=K(C2)

r = R(C3(1:52));
ry = R(C3(53 : 104));
rs = R(C3(105 : 156)

);
x1 = X(C3(157 : 208));
xo = X(C3(209 : 260));
x3 = X(C3(261 : 312))
10: for i =2to W + 1 do

for k=2to L+ 1 do

R A A A

s

—_
—_

12: for z=11to 8 do

13: xr1 = C(JJl,Tl);

14: To = ,C(IQ,TQ);

15: xr3 = E(Ig,’l”;’,);

16: Tl II(.Z‘l,W);

17: xig = I(x2, L);

18: Ti3 = ._7(1)3);

19: a=Fi(ik).;

20: EI (Z, k’)z = FJ (l’il, 1‘2'2)951’3;
21: Ei (i1, Ti2)ziy = a3
22: end for

23:  end for

24: end for

Output: The encrypted image share E7

For each position B7(i, k) in j" image share B7, it can
be presented as B (i, k) = BI(i,k); || B/(i,k)2 || ... ||
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B (i,k)s. Meanwhile, |-] denotes the floor function and
”mod” is the module operation. The parameters in parameter
matrix is calculated toward the chaotic sequence C' and the
new image A after auto-filling process.

4) An illustrative example: To make the algorithm easy to
understand, Fig. 3 provides an illustrative example to show
the result of each step in the proposed CSISS. Here, we apply
CSISS to a 3 x 3 data matrix shown in the top row in Fig. 3.
After adding the random data to the surrounding of the data
matrix in the auto-filling process, we obtain a 5 X 5 matrix
shown in the second row in Fig. 3. The sharing encoding is
then used to generate 8 image shares shown in the third row
in Fig. 3. Finally, the 3 x 3 central part of each image share
is encrypted by 3D permutation to obtain the encrypted image
share in the bottom row in Fig. 3.
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Fig. 3: An illustrative example of the CSISS generation phase. The
red fonts indicate the changes in each step.

B. Secret reconstruction phase

Because the proposed CSISS is a (2,8) scheme, any two
shares can reconstruct the original image without any distor-
tion. As shown in Fig. 1(b), the CSISS reconstruction phase is
an inverse process of its share generation phase. It consists of
two steps: the sharing decoding and inverse 3D permutation.

As defined in Equation (9), the sharing decoding uses two
shares E' and E? with the size of (W + 2) x (L + 2) to
reconstruct the image R.

if B'(i, ) = E*(i, )
if B'(i,7) # E*(i, j)
)

E(i, 5)

R(i.5) = { E'(i, ) + B )

After obtaining the image R, we extract the chaotic se-
quence according to the inverse process of the auto-filling
in Section II-A2. The inverse 3D permutation is used to
reconstruct the original image. An illustrative example of the
reconstruction phase is shown in Fig. 4.
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Fig. 4: An illustrative example of the CSISS reconstruction phase.
The red fonts indicate the changes in each step.

C. Discussion

The proposed CSISS has at least the following properties:

1) It integrates the secret image sharing with the chaos-
based image encryption, achieving a high security level.

2) It is a lossless scheme because the reconstructed image
is same as the original secret image. It outperforms than
most existing CV methods whose reconstructed original
images have low visual quality.

3) It can be used for different types of images, including the
binary, gray-scale and color images, while most existing
CV methods are designed only for binary images.

4) Each share has a similar size with the original image,
significantly reducing the storage and transmission costs.

III. EXPERIMENT RESULTS

This section provides the simulation results of applying
CSISS to the grayscale, binary and color images.

As shown in Fig. 5, we choose a grayscale “child” image
as the original secret image. The proposed CSISS is able
to transform it into eight different noise-like image shares
which are also grayscale images. From these shares, we cannot
see any information about the original secret image. In the
reconstruction process, each share is unable to reconstruct
the original secret image. As can be seen in Fig. 6, the
reconstructed results by each individual share are all noise-
like images. However, any two or more image shares will
reconstruct the original secret image without any distortion, as
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Fig. 5: The original gray-scale image and its eight image shares
generated by CSISS.

shown the bottom right image in Fig. 6. Thus, the proposed
CSISS is a lossless secret image sharing scheme.

This can be further demonstrated by the quantitative results
of the Mean Squared Error (MSE) defined by Equation (10).

| M N
MSE = mZZ(h(@j)—b(iJ))z (10)

i=1 j=1

where I and I are two images with a size of M x N. A larger
MSE value means a bigger difference between two images.
We use MSE to measure the differences between the re-
constructed images in Fig. 6 and the original secret image
in Fig. 5. The MSE results are plotted in Fig. 7. We can
observe that the MSE results of the reconstructed images by
a single share are extremely high. Only the MSE result of
the reconstructed image by any two or more shares is equal to
zero, indicating that the reconstructed image is the same as the
original secret image. Therefore, the proposed CSISS is able
to reconstruct the original secret image without any distortion.
We also apply the proposed CSISS to the binary and color
secret images. The experimental results are shown in Figs. 8
and 9. For the binary secret images, we first transform the
binary image into a grayscale image by combining eight
neighboring binary pixels together to generate a pixel in the
grayscale image. The proposed CSISS is then applied to
this gray-scale image to generate eight image shares. Finally,
converting each pixel in the grayscale image shares into eight
neighboring binary pixels yields the corresponding binary
image shares as shown in Fig. 8. For the color secret im-
ages, we apply the proposed CSISS to each color component
individually, combine the corresponding color image shares

(2 (h) (@)

Fig. 6: The reconstructed results using different number of image
shares: (a) single Share 1; (b) single Share 2; (c) single Share 3; (d)
single Share 4; (e) single Share 5; (f) single Share 6; (g) single Share
7; (h) single Share 8; (i) any two or more shares.
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Fig. 7: The MSE results between the reconstructed images in Fig. 6
and the original secret image in Fig. 5.

together to generate the color image shares as shown in Fig. 9.
These experiments demonstrate that the proposed CSISS can
be successfully applied to images with various formats.

IV. COMPARISONS

To demonstrate performance of the proposed secret image
sharing, we compare it with two existing secret image sharing
methods, the Wang’s [14] and Thien’s [15] algorithms. Table I
shows the comparison results including number of shares,
Formats of shares, size of shares, MSE values and appearance
of shares.

Considering the number and formats of shares, the porposed
CSISS and Thien’s algorithm are more suitable for real appli-
cations because they can generate more shares than the Wang’s
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number of Shares Format of Shares Size of Shares MSE values  Appearance of Shares
Wang’s algorithm [14] n=2 binary N MSE =0 noise-like image
Thien’s algorithm [15] n>2 gray or binary N/k MSE >0  similar to original image
CSISS n=2~8 gray or binary N/2 MSE =0 noise-like image

TABLE I: Comparison of different security sharing algorithms

Vi

Fig. 8: The original binary image and its eight image shares generated
by CSISS.

algorithm. Moreover, they can be applied to gray images while
the Wang’s algorithm can be applied only for binary images.
For the size of shares, N denotes the size of the original image.
The Thien’s algorithm outperforms other two algorithms but
it has the data loss problem. As seen from the MSE values
between the reconstructed and original images, the proposed
CSISS and Wang’s algorithm can reconstruct the original
image without any data loss while the Thien’s algorithm has
the data loss in reconstructed images. Furthermore, according
to the content of shares, the proposed CSISS and Wang’s
algorithm generate noise-like shares, indicating that they have
a high security level and prevent from information leakage.
In summary, the proposed CSISS has better performance than
two state-of-the-art methods.

V. CONCLUSION

In this paper, we introduced a new chaos-based secret image
sharing scheme combining the chaos-based image encryption
with the secret image sharing. The proposed method is able to
protect the original secret image with a high level of security.
It can transform the secret images into eight image shares
in which any two or more shares are able to completely

Fig. 9: The original color image and its eight image shares generated
by CSISS.

reconstruct the original secret image without any distortion.
The image shares have similar sizes to the original secret im-
ages. Experiment results have demonstrated that the proposed
method can be applied to different kinds of images, including
the binary, grayscale and color images. The comparison results
have also demonstrated the excellent performance of proposed
CSISS.
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